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Sangfor HCI n VDI

HCI VDI

Haw codT aencresutensHo pabortaer
TexHnyecKkana Nnoaaep’KKa OKasblBaeTcsl Ha PYCCKOM A3biKe
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Sangfor HCI
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[locTaBKa NPUAOKEHUN U PaboUYmX CTONOB
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[MTponssoauTenbHbin aSAN

Single VM Performance (IOPS)
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2*Intel® Xeon® CPU E5-2680 v4® 2.4Hz VSAN ver.
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[MponssoautTenbHbin aSAN

>[root@1oca1host ~]# sysbench cpu --cpu-max-prime=10000 --threads=2 --time=10 --events=0 run
sysbench 1.0.20 (using bundled LualIT 2.1.0-beta2)

2 Running the test with following options:

Number of threads: 2

, Initializing random number generator from current time

: Prime numbers limit: 10000

= Initializing worker threads...
Threads started!

CPU speed:
events per second: 1578.05

General statistics:
total time:
total number of events:

Latency (ms):
min:
avg:
max:
95th percentile:
sum:

Threads fairness:
events (avg/stddev):

execution time (avg/stddev):

10.0006s
15785

1::19
1.27
11.20
1.58
19986.10

7892.5000/74.50
9.9931/0.00

Initializing worker threads...

CPU speed:

events per second: 2365.06

General statistics:

total time: 10.0007s Sangfor
total number of events: 23656
Latency (ms)
nin: 0.79
avg: 0.84
max: 12.89
95th percentile: 1.04
sum: 19985.76
Threads fairness:
events (avg/stddev): 11828.0000/186.00
execution time (avg stddev) : 9.9929/0.00

[test@localhost ~1% I



Home Compute Networking Storage Nodes Reliability aSecurity SkyOPS System _ 2P o sty

Sangfor 020 Synergized Cloud

Sangfor Cloud Platform integrates software-defined data centers built on Sangfor
HCI with the managed cloud to provide O20 synergized cloud, enabling unified
resource management and improving operational efficiency. This allows a private
cloud environment to extend to the managed cloud to gain the benefits such as
cloud disaster recovery, incfeased scalability, and hybrid deployment. &

Try Now

Nodes and Storage
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[MpocTo n yaobHo
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Ynpasnenne VMware n3 Sangfor HCl+murpaums

Security SkyOPS System
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BO3MOXKHOCTb MUTpaLUU
BUPTYaNbHbIX MaLLWH,
noAK/ato4YeHHbIX K vCenter

KoHBepTauma n murpauma
BUPTYaJIbHbIX MAaWNH U PU3NYECKUX
cepBepos B HCI c nomoulbto areHTa



Mwurpaumsa ¢ pas/inyHbix NaaTPopm

» P2V Jlas Windows OS

P2V Murpauust Windows ¢ ¢pusudeckoro xocta Windows na Sangfor HCI uepe3 ceTeBoe
B3aUMOJECUCTBHUE.

» P2V Linux OS
P2V Murpauus Linux ¢ ¢puznueckoro xocra Ha Sangfor HCI gepes ceTeBoe B3auMOACHCTBUE.

» V2V system migration

Murpaiys BUpTyaJbHBIX MalUH C Apyrux miatdopm Takux kak VMware Ha Sangfor HCI
m1aTopMy 4epe3 CETEROE B3AaUMOJCHCTBUE.



JlnueHsnposaHue

Tun

OnucaHue npoaykKTa

AononHutenbHO

HCI Software

Server Virtualization - Mandatory

Per CPU Socket

Storage Virtualization - Optional

Per CPU Socket

Network Virtualization - Optional

Per CPU Socket

SCP Cloud Management

Private / Public Cloud

Per CPU Socket

Heterogenous Management Manage VMware Machines Per VM
Disaster Recovery Disaster Recovery Per VM
CDP Continuous / Realtime Backup Per VM
NFV Security Virtualization Per Appliance
Container Kubernetes Per Instance/Node




[Toyemy HVKHO meHAaTb VMware

Heiipo
Ha ocHoBe UCTOYHMKOB, BO3MOXHbI HETOYHOCTU

W3HavanbHO yCTaHOBNEHHas AaTa OKOHYaHus o6eii nogaepxku (End

of General Support, EoGS) gnsa npogyktoB VMware vSphere 7.x u

VMware vSAN 7.x 6b11a HazHavyeHa Ha 2 anpens 2025 ropa. Ho Tenepb

OHa npopJieHa Ha 6 MecsLeB, Ao 2 okTabps 2025 roga. 1

Mocne 3To AaThbl og nonb3oBaTenel 6onblie He ByaeT AOCTYMHbIX
06HOBNEHUI M NaTYeln NPOAYKTa, B TOM YnCse No MHGOPMaLMOHHOM
6e3onacHocTu. AngenTbl Bepcun 7.0 MOXHO ByaeT NoNy4YnUTb TONbKO B
pamkax Technical Guidance Phase, To ecTb B BUile KQCTOMHOM NaTHOM
nopaboTku oT camoro BeHpopa. B Poccun oHa BypeTt HepocTynHa. 3

Tak>ke N3BECTHO, YTO CPOK XWU3HU Bepcumn VMware ESXi 7.0 ucteuér 2
anpens 2027 ropa. 4

d P w vm-guru.com 1 /A internet-lab.ru 2 €2 habrcom 3

13 HauAEeHHbIX YA3BUMOCTEN
3a nocneaHue 3 roga, U3 HUX
Critical =5

High-3

Name
CVE-2024-37086

CVE-2024-37085

CVE-2024-22273

CVE-2024-22255

CVE-2024-22254

CVE-2024-22253

CVE-2024-22252

CVE-2023-36628
CVE-2023-20867

CVE-2022-31705

CVE-2022-31699

CVE-2022-31696

CVE-2022-31681

OKoOH4YaHM1e NoAaaep’XKM TEKYLLMUX BEpCUi NpousBoguTenem

Description

VMware ESXi contains an out-of-bounds read vulnerability. A malicious actor with local administrative privileges on a virtual machine with an existing snapshot may trigger
an out-of-bounds read leading to a denial-of-service condition of the host.

VMware ESXi contains an authentication bypass vulnerability. A malicious actor with sufficient Active Directory (AD) permissions can gain full access to an ESXi host that was
previously configured to use AD for user management https://blogs.vmware.com/vsphere/2012/09/joining-vsphere-hosts-to-active-directory.html by re-creating the
configured AD group ('ESXi Admins' by default) after it was deleted from AD.

The storage controllers on VMware ESXi, Workstation, and Fusion have out-of-bounds read/write vulnerability. A malicious actor with access to a virtual machine with storage
controllers enabled may exploit this issue to create a denial of service condition or execute code on the hypervisor from a virtual machine in conjunction with other issues.

VMware ESXi, Workstation, and Fusion contain an information disclosure vulnerability in the UHCI USB controller. A malicious actor with administrative access to a virtual
machine may be able to exploit this issue to leak memory from the vmx process.

VMware ESXi contains an out-of-bounds write vulnerability. A malicious actor with privileges within the VMX process may trigger an out-of-bounds write leading to an escape
of the sandbox.

VMware ESXi, Workstation, and Fusion contain a use-after-free vulnerability in the UHCI USB controller. A malicious actor with local administrative privileges on a virtual
machine may exploit this issue to execute code as the virtual machine's VMX process running on the host. On ESXi, the exploitation is contained within the VMX sandbox
whereas, on Workstation and Fusion, this may lead to code execution on the machine where Workstation or Fusion is installed.

VMware ESXi, Workstation, and Fusion contain a use-after-free vulnerability in the XHCI USB controller. A malicious actor with local administrative privileges on a virtual
machine may exploit this issue to execute code as the virtual machine's VMX process running on the host. On ESXi, the exploitation is contained within the VMX sandbox
whereas, on Workstation and Fusion, this may lead to code execution on the machine where Workstation or Fusion is installed.

A flaw exists in VASA which allows users with access to a vSphere/ESXi VMware admin on a FlashArray to gain root access through privilege escalation.

A fully compromised ESXi host can force VMware Tools to fail to authenticate host-to-guest operations, impacting the confidentiality and integrity of the guest virtual
machine.

VMware ESXi, Workstation, and Fusion contain a heap out-of-bounds write vulnerability in the USB 2.0 controller (EHCI). A malicious actor with local administrative privileges
on a virtual machine may exploit this issue to execute code as the virtual machine's VMX process running on the host. On ESXi, the exploitation is contained within the VMX
sandbox whereas, on Workstation and Fusion, this may lead to code execution on the machine where Workstation or Fusion is installed.

VMware ESXi contains a heap-overflow vulnerability. A malicious local actor with restricted privileges within a sandbox process may exploit this issue to achieve a partial
information disclosure.

VMware ESXi contains a memory corruption vulnerability that exists in the way it handles a network socket. A malicious actor with local access to ESXi may exploit this issue
to corrupt memory leading to an escape of the ESXi sandbox.

VMware ESXi contains a null-pointer deference vulnerability. A malicious actor with privileges within the VMX process only, may create a denial of service condition on the
host.



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Vmware+ESXi

[TaTYnHT yA3BUMOCTEN ?

QBROADCOM' Products Solutions Support and Services Company How To Buy

VMSA-2024-0013:VMware ESXi and vCenter Server updates address multiple security vulnerabilities (CVE-
e

2024-37085, CVE-2024-37086, CVE-2024-37087)

Product/Component

VMware Cloud Foundation

2 more products

Notification Id Last Updated Initial Publication Date
24505 26 June 2024 25 June 2024

Status Severity CVSS Base Score

CLOSED MEDIUM 5.3-6.8

Affected CVE
WorkAround

CVE-2024-37085, CVE-2024-37086, CVE-2024-37087

Response Matrix:

VMware Product Version|Running On CVE CVSSv3|Severity Fixed Version Workarounds|Additional Documentation
ESXi 8.0 Any CVE-2024-37085(6.8 Moderate ESXi80U3-24022510|KB369707
ESXi 70  |Any CVE-2024-37085/6.8 Moderat KB369707
VMware Cloud Foundation 5.x Any CVE-2024-37085/|6.8 Moderate Patch ng KB369707
VMware Cloud Foundation 4.x Any CVE-2024-37085(6.8 Moderate No Patch Planned |KB369707

A roe sepcua 6.x7?


https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24505

HTo rosoput GCTIIaK

®epepanbHas crny>x6a No TeXHNYECKOMY U FocypapcTBeHHbIM Hay4YHO-UCCIea0BaTesSIbCKUA

9KCMOPTHOMY KOHTPOJIIO McnbiTaTesIbHbIN MHCTUTYT NPO6sIeM TEXHUYECKOMN
OCTIK Pocom 3awmTbl MHOPMaL UM

DAY «THUNWN NT3N ®CT3K Poccum»

T (0]5] ®CTOK
el e L OKyMeHTbI ¥ A O6HoBnEHNsA ~ YyacTHUKu v O6y4eHue BAOY ACY TI

Yrposbl v YassumocTu ¥ .
06HOBNEHNI CBS3b Poccun

naBHas /' Cnucok ysissumocTen | BDU:2024-05045

BDU:2024-05045: YassumocTb runepsmnsopa VMware ESXi, cBa3aHHaA ¢ HegocTaTtkamu npouenypbl Bupg ~ NOCNEAHUE UBMEHEHMUSI

ayTeHTMdoMKaLuMm, NO3BOJIAIOLLAA HapyLLUUTESI0 060MTK NpoLeanypy ayTeHTUdMKaumm 20,07 2024

YA3BMMOCTb CUCTEMbl paboThl C 3asiBKamn U
vHumpeHtammn GLPI, cBsasaHHas ¢
HenpaBW/bHbIM yrpaBieHnem
NPUBWUIEMNSIMW, NMO3BOJISIOLLLAS HAPYLUUTENIO
pacKpbITb 3awuiaemyto MHhopmauuo

OnucaHme Ysa3BumocTb runepsusopa VMware ESXi cBsizaHa ¢ HegocTaTkamm npoueaypbl ayTeHTUMKaumMm. SKeniyaraums yasBMMOCT MOXKET No3-
YSA3BUMOCTU BOMIUTb HapyLUMTENO, AeNCTBYOLLEMY yaaneHHO, 0601TK npoueaypy ayTeHTudukauum

Benpgop @ VMware Inc.

HaumenoBaHne VMware Cloud Foundation, VMware ESXi 20.07.2024

no © YA3BMMOCTb CUCTEMbI paboTbl C 3asiBKaMn 1
unHumpeHtamm GLPI, cBazaHHas ¢
HenpaBUbHOW HeNTpann3aunein BXOAHbIX
[aHHbIX BO BpeMs reHepauumn Be6-cTpaHuupl,
No3BOJISAOLLAA HAPYLUUTENO co3faBaTh
BPELAOHOCHYHO BHELLHIO CCbIIKY

Bepcusi MO © 4.0 (VMware Cloud Foundation)
7.0 (VMware ESXi)
5.0 (VMware Cloud Foundation)
ot 8.0 po ESXi80U3-24022510 (VMware ESXi)

Bcero 146 3anuceit 06 yassumocTtax B Vmware ¢ 1 mapta 2022 no 29 utona 2024 Ha cente OCTIK


https://bdu.fstec.ru/vul/2024-05045

VMware KJIMEHTOB O Hayane aKcniyaraymm
, KoTopas 6bina :
VMware Bbinyctmna cpovyHoe obHosrieHue ceoero 6ronneteHs VMSA-2024-0019, B KOTOpOM NpuaHasn ©akT aKTUBHbIX

aTak, HaueneHHblx Ha CVE-2024-38812 n CVE-2024-38813, npnsblBas KIIMEHTOB OTAATb BbICOKUI NPUOPUTET
pa3BepPTbIBAHNIO OOCTYMNHLIX NCMPaB/EHNI.

Ya3BMMOCTL Oblna Brepsble OOHapY>KeHa eLle NsaTb Mecaues Hadag komaHgon TZL Ha KUTanCKoOM XakepCKoM
KOHKypce Matrix Cup 2024, opraHnsosaHHoM Qihoo 360 u Beijing Huayun'an Information Technology, 1 nveer
CVSS 9,8/10.

YA3BMMOCTb OMNNCbIBAETCS Kak rnepenosiHeEHNE Kyyu B peannsaumm NpoTokona pacnpeneneHHom Bbl4NCINTENBHON
cpenbl/yoanénHoro sbi3doBa npouenyp (DCERPC) B vCenter Server.

Komnanuna VMware YTO 3/10YMbILIEHHVK, UMEOLLUI ceTeBOM OoCTyn kK vCenter Server, MoXeT

adKTnBMpoBaTb 3Ty YA3BUMOCTb, OTIpaBnMB CreumnasibHO CO34aHHbIV CETEBOW NaKeT, NOTEeHUManbLHoO I'Ipl/lBO,D,FlLLI,I/IIZ K
RCE.

[MraHT BUpTyanusauumn yctpaHun yassumMmocTu, BeinycTtus: vCenter Server 8.0 U3b n 7.0 U3s, VMware Cloud
Foundation 5.x (MicnpaeneHo B 8.0 U3b) n VMware Cloud Foundation 4.x (ncnpasneHo B 7.0 U3s).



A MOXHO 1 mHe Sangfor?

B ciaydae, ecoim BbI sBisierech omeparopomM HCII/IH, TO BbI HMeeTe NMpPaBo MNPUOOPETATH W HCIHOJIb30BATH CPEACTBO

BUpTyaJu3anuu Sangfor, mpu 3T0M Bbl HMeEETe NMPABO NMPUHITH PellleHHEe W MPOBECTH OLEHKY ero CoOOTBeTCTBHS B (hopme
NPUEMKHU U UCTTBITAHUIA.

B cayuae, ecau Bbl sBifeTech cyobekTtom KHUU, n B npoiuecce KareropupoBaHus ONpele/ind, YTO Bbl HCIOJIb3yeTe
He3HayuMble 00bekThl KU, T0 BBl HMeeTe NMpaBo NpUOOpeTaTh M MCIO0Jb30BATH CPEACTBO BUpPTyaau3amuu Sangfor 0e3
OrPAHMYCHMIM.

B ciayuae, ecan BbI aBiasgerech cyobekroM KWW, u ucnouabsyere 3nauumbie 00bekTbl KUU Ho npu 3tom HE sBasierech
3aKA34YMKOM, OCYIIECTBJIAKIIUM 3aKYNKH B cOO0TBeTCTBUM ¢ DenepanbHbiM 3ak0HOM oT 18 umrois 2011 . N 223-®3

Bbl MeeTe NMPaBo NpuodpeTars U UCNOJIb30BATH

cpeacTtBo Buprtyajausamuu Sangfor. Ilpy 3ToMm MMeere mpaBo NPUHATH pelIeHHE W NMPOBECTH OHEHKY €ro COOTBETCTBHMS B
(opMe npueMKH U UCIILITAHUM.

bonee mnonpoOHas uHboOpMaIUs
B npuiokeHnu Nel



CpaBHeHue LeH

S ABYXCOKEeTHbIX cepsepos no 32 aapa, 100 T6 SDS
Sangfor (nMLEH3MM NOCTOAHHDIE, NPOANEBATECA TONbKO TEXHUECKANA NOAAEPMKKA) Vmware (noanucka)
NMLEH3MPYETCA NO NPOLLeCcopam NULEH3MpYeTEA No Aapam, vSan no obbemy

Server virtualization, HA, DRS, Automated Hot Add, 10 5624 $56 240 VCE-VSP-S 3y VMware vSphere 320 $339,06 | $108 499,20
backup, clone, ... Standard 8

aNET Network wrtual-lzatlon, Dlstrlbutefi Firewall, Drawable 0 $2704 %0
topology, visualized network, aSwitch, aRouter... $108 499,20
aSAN Storage virtualization, 2-3 copies, SSD read and write 0 11368 %0

acceleration, data locality, Striping.

Software license subscription & upgrade, upgrade license
HCISS-1Y included for 1 year, CTI technical support 7*24 for 1 year, 3 $5 624 $16 872
10% of HCl License

Russian Technical Support for HCI Software 8*5, 20% of
HCI License

RSHCI-1Y 3 $11248 $33744

$106 856

Buptyanusauma + SDS

asv serverviFualzation, HA, DIy Automated Hovidd, 10 $5624 | $56240 VCF-VSP-FND-83y |VMware vSphere 320 $915,48 | $292 953,60
backup, clone, ... Foundation 8

aNET Network wrtual-lzatlon, Dlstrlbutefi Firewall, Drawable 0 $2704 %0 VCF-VSAN-8-3Y \/Mware vSAN 8 100 $1424,08 | $142 408,00
topology, visualized network, aSwitch, aRouter...

aSAN Storage v.lrtuallzatlon, .2-3 cop!e.s, SSD read and write 10 11368 $113 680
acceleration, data locality, Striping. $435 361,60
Software license subscription & upgrade, upgrade license

HCISS-1Y included for 1 year, CTl technical support 7*24 for 1 year, 3 $16 992 $50 976
10% of HCl License

i F -
RSHCI-1Y Russian Technical Support for HCI Software 8*5, 20% of 3 $33 984 $101 952

HCI License

$322 848

MnepkoHBepreHuma

asv Penvarvie inlotionc i DO AUt omat ed HorACe: 10 $5624 | $56240 VCF-CLD-FND-5-3y |/Mware Cloud 320 $2373,46 | $759507,20
backup, clone, ... Foundation 5
aNET Network wrtualnlzatlon, Dlstrlbutec-i Firewall, Drawable 10 $2704 $27 040
topology, visualized network, aSwitch, aRouter... $759 507,20
aSAN Storage virtualization, 2-3 copies, SSD read and write 10 11368 $113 680

acceleration, data locality, Striping.

Software license subscription & upgrade, upgrade license
HCISS-1Y included for 1 year, CTI technical support 7*24 for 1 year, 3 $19 696 $59 088
10% of HCl License

Russian Technical Support for HCI Software 8*5, 20% of
HCl License

RSHCI-1Y 3 $39 392 $118 176

$374 224



Sangfor HCI n VDI
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