BU3HEC

LINPPOBbIE PELLIEHUNA
HJ1A BALUETI O BUSHECA



MTC — komMmnaHumnsa
C UMdppoBbIM POKYCOM

Poccumnckasa umppoBasa aKocnctemMma n KpyrnHenwnn
onepaTtop MOobunbHOU CBA3M C LUMPOKNM CNEKTPOM YCAyr

Hawa uenb — co3pgaBaTb KIIMEHTOOPUEHTUPOBAHHbIE
9KOCUCTEMBI Ha Kpenkou base Tenekoma

v 63 000+ 542f 15

CoTpygHuKoOB Mnppg Bbipyyka 3a 2022* CobCcTBEHHbIX OaTa-LEHTPOB



MTC — undppoBana akocncrtema
ana buusHeca

MTC MAPKETONOT, OMNICHANNEL BbIOEJTEHHAA CETb PRIVATE
0J19 KOMMYHUKAUNA LTE/SG, YITYHLWWEHWE KAHECTBA
C KIIMEHTAMUA CBA3U (YKC)

BUPTYAJIbHAA ATC, BUOEOHABJTIOOEHNE
ABTOCEKPETAPb 2.0 N BUOEOAHAJINMTUKA

LOObl M2M/I10T

PUKCNPOBAHHAA CBA3Db,
NMHTEPHET B OPUC, VPN,
SD-WAN

YAT-BOT,
NN-MNMPOOYKTbI

CLOUD, IAAS




3agadum v peLueHunA
OS89 JIErKov NpPoMbILLIEHHOCTW

be3onacHOCTb 1 KOHTPOJ1b Obecne4vyeHue cBA3bIO

Ba)kHo obecne4ynTb 6e30nacHOCTb U KOHTPOb YT1006bI COTPYaHUKN 3DPEKTUBHO BbINOMHANN PaboTy, OHU
3a NOrMCTUYECKNMM MapLLIpyTamMu, NPoOn3BoaCTBEHHbIMN O0MKHbI ObITb 0becnevYeHbl BCceMU cpeacTBamMim ang

N CKNagCKMMU NOMELLLEHNAMW, OPraHn30BaTb KOMMYHWKaLUMKN C 3aKa3ymkamMmuy B oprnamnH-
aBTOMaTU4YeCKNI OONYCK Ha nNpegnpuaTme N oHNanH-popmarte

» KOHTpOnb Npon3BoacTea, 0bopygoBaHNs U COTPYAHNKOB » MobunbHas cBsa3b

» KOHTpOb OOCTyMna Ha 00beKT * WHTepHeT n Wi-Fi

» KWHTepHeT Bewen n M2M » OpraHuzaymsa KOHpepeHUN n obyyeHus

» TpeBOXXHas CUrHann3auus » [onocoBou poboTt

NmnopToHe3aBucumoe obopyposaHue u N0

Nepexon Ha oTeyecTBeHHOE obopynoBaHume u N0
KPUTUYECKN BaXKeH Ons MHGOopMaLUMoHHOWM 6e30nacHOCTH
N cTabunbHOM HeE3aBUCUMOW PaboTbl NpPegnpUATUS

» QOpraHunsauyma paboyero mecTta (cepBepHoe
obopypnoBaHue, INK, HoyTbyK, MOHUTOP, MDY)

*  NHpmBuayanbHbin nogbop MO

Monckm npumsBsiedeHmne KiiImeHTosB

Heobxognmo HapaluumBaTb OO0 Ha PbIHKE, MPUBIIEKaATb
HOBbIX B2B- n B2C-knneHTOB, BbiICTpanBaTb HagEXHbIE
KaHanbl peanusayunm npoaykumnm

= QOugeHKa NonynapHOCTN OOBLEKTOB
= OugeHka 1 npodunMpoBaHne HaceneHus

» AHanuTuka Ha ocHoBe Big Data

be3onacHoOCTb ” XpPaHEeHWE OaHHbIX

Heobxognmo obecnevynTb KOMMAEKCHOE XPaHEHWNE U 3aLUUTY
OaHHbIX COrMacHO TPETbEMY YPOBHIO 3aLUULLIEHHOCTH
NepCcoHanbHbIX OaHHbIX, B COOTBETCTBUM C PegepanbHbiM
3aKOHOM

= 3awwmta ot DDoS-aTak
= (OObEKTHOE XpaHEHMEe

= |aaS 152-Pd3



EEEEEE

BE3OINACHOCTD
N KOHTPOIJIb




BupeoHabnwogeHue

N BNOECOaHalIMTNKAa

YOANEHHBIV KOHTPOJb O®UCA, MPON3BOOCTBA, TPAHCMNOPTA,

MATASNHA NN CKITALOA OJ14 NOBbILLEHUA SPPEKTUBHOCTN BU3HECA

CokpallieHune CpoKoB MbKKne ueHbl Ha BHeOpPEeHNe ycnyrm LLInpokaa napTHEPCKasa ceTb U NOOAEPXKKa
NOCTaBKM N peanu3auum N Ha obna4vyHoe xpaHeHue BO BCeX pernoHax Poccun

KomMmnnekcHasa cucrema 6e3onacHoCcTu

NMopbop, nocTaBKa N MOHTaX CUCTEMbI C Y4ETOM
0CObOEeHHOCTEN KaXkOoro KineHTa

Bupoeokamepbl, TENN0OBU30Pbl, KOMMYTaTOPbl, MOHUTOPbI U
apyroe obopynoBaHue OJis NOCTPOEHUS eANHON CUCTEMBI

XpaHeHne gaHHbIX Ha cepBepax 1 peructpaTopax
N B 0bnayHoM xpaHunuuie

BupeoaHanntunka: knaccndpumkayma ob6beKTOB 1 aHanNm3
OaHHbIX, CUrHanNbl TPEBOrM A8 ObICTPOW peakuumn
Ha cobbITUA N OTYETHOCTb

KoHTponb 06bekToB 6n3Heca

= Peanusauusa Ha Tekyliem ob0pyaoBaHNUM KOMMNAHUN

» [lpodeccuoHanbHoe MHorogpyHkumnoHanbHoe MO ana
KOHTPOMA 1 MOHUTOPWHIa

» WHTerpauusa Bcex cuctem 6e3onacHocTm
= HapgéxHoe xpaHeHne OaHHbIX

» OnepaTtuBHOE NHPopmMUpoBaHue o 4IT

NHonBuayanbHble pelleHns
rnopg 3agayvv busHeca




BU3HEC

KoHTpOnb npona3soacTBa

PeweHne no3BoNdaeT yny4lnTb KA4EeCTBO NPON3BOACTBA, NMOBbICUTb
3P PEKTNBHOCTb PaboTbl COTPYOHUKOB 1 COKPaTUTb NPOCTOM 000pyaoBaHMS

MOHUTOPUHI PABOYETO CH>XXEHWE YBbITKOB [MNOBbILLUEHNE KAHECTBA
[MPOLUECCA OT NPOCTOA ObOPYOOBAHUA NMPON3BOLOCTBA N CHU>XXEHUE
BPAKA

= BbiiBNeHne o4aroB BO3ropaHus Ha NpPon3BOaCTBE
» KOHTpOnb HaNn4Ma cpeacTs MHONBMAOYaNbHOW 3aLUUTHI
= KoHTponb Temnepatypbl 06opynoBaHus 1

Kacka: ectb
COorioCTtaBJieHMe Co CpeaHUM NOoKa3aTenem - /Ny

~Cl/l:-;bl ecTb

= CBOeBpeMeHHasa OeTeKUVs OBMKEHNA 0OBbEKTOB
B 30HaX NOBbILLUEHHOr0 pMUcKa

« [logcyéTt npoaykumm

» [leTekuusa ocTaHOBKM NpoLecca Npon3BoacTBa

Cu3sbl: ecTb

« Co3paHue aBToOMaTU4YECKNX OTYETOB
» KVHTerpaums co CTOPOHHMMM CUCTEMaMM KOMMaHUU

= OnepaTuBHOE yBEOOMIIEHNE O HAPYLUEHWM
Texnpouecca

= [leTekumsa oTCyTCTBUSA COTPYOHUKa Ha paboyem mecTe




KoHTposnb gocTtyna Ha o6beKT

PelueHne no3BonaeT HaJEXHO 1 ObICTPO NPOBEPATHL NOAEN U TPAHCMOPT,
YMEHbLUNTb CNy4Yan NPOHUKHOBEHWSA MOCTOPOHHUX HA TEPPUTOPUIO

NMpoxopgHble u KIMM be3onacHocTb NpeanpuUaTUa U COTPYAHUKOB

» 3aluTa OT NPOHUKHOBEHUS NOCTOPOHHUX (BaHOann3mMm,

|/|,El,eHTI/ld)I/IKaLI,I/IFI Ha TypHMKeTHOIz rpynne c noMmouwbro BOPOBCTBO, NPOMBILLNEHHBIN LIJI'IVIOHa)K)

KapT n bnomeTtpumn
» [lpeoynpexnoeHne TEPPOPUCTUHECKNX aKTOB

= ABTOMaTM4eckasi cuctema npemMmpoBaHnNAa N BbiICTaBJ1IEHNA

YcTaHOBKaA 3MEKTPUYECKMX 3aMKOB Ha ABePSX
lwTpadoB 3a HecobnogeHne rpadpurka paboyero BpemMeHun

ONd KOHTPOA npoxoga

LIJnar6ayMb| C AOCTYMNOM MO KapTaM, 6pen0KaM nnn no
pacno3HaHHbIM HOMEpPaMm

[pnBsA3ka HOMepa MalUNHbI K TUMY Ky30Ba
N pacno3HaBaHNe HECOOTBETCTBUS

NMoacYET KONMYecTBa COTPYAHUKOB U YYET paboyero
BPEMEHMU

KOHTpOJ'Ib NMPOHOCa MeTarJNIM4eCKNX NpegMmeTonB




Safe Zone

[Tnatpopma ona MOHUTOPUHIa nepcoHana, TEXHMKNU 1 pukcaumm coodbITnm

NPEOOTBPALLEHUE ABAPUI
N HAE3[OOB

KOHTPOJ1b U YHET PABOYEIO KOHTPOJ1b NCMNOJIHEHUA NMPABWJI
BPEMEHW NMEPCOHAJIA oT* N Tb*

AHATIUTUKA TT0O KAXXOOMY
COTPYOHUKY

MNpenoTBpaLleEHME CTONKHOBEHWI

OnpepeneHve MeCTOMNONOXEHUS Pukcauma obe3gBmMmKnBaHNA
COTPYAHUKOB n SOS-yBegomMneHus

OI'Ipe,D,eJ'IBHI/Ie MECTOINMOJ1OXKEHNA
COTPYOHUKOB N NX I'Ip86bIBaHI/IFI
B 30HE BbIMNOJIHEHNA 3aa4

4yenioBeKa 1 TpaHcnopTa

Y4YET BpeMeHU Ha 0ObeKTE U B 30HE OnoBeLleHns o NpebbiBaHUN
BbINOSIHEHMSA 3agad4 B OMacHbIX N 3anpPeTHbIX 30HaX

OnpepeneHne MecToMNoSIOXEHUS
TpaHcnopTa

OHnanH-puKcayuma HapyLLEeHNN

KoHTponb ncnonbsosanmna CU3**

Komnnekc peweHnin anga noBbiLLEHNSA YPOBHSA OXPaHbl TPyAa, 'Mbkasa nnatdopma
6be3onacHocTU U npon3BoguUTesibHOCTM NO3BOJIAET: And MOHUTOPWHIa
= ObecnevynTb BbICOKMIM YPOBEHDb OXpaHbl TPYyOa U1 PaboTaet c nobbiMy TEXHONOMNAMMN U2 MoxeT BCcTpanBaTbCA
n I'IpOMbIIJJJ'IEHHOM be3onacHoCTu nosunymoHmnposanHua: Wi-Fi, UNB, BLE B MpUIoXeHna 3aKka34nkoB

= [loBbICUTb npon3BoanNTENbHOCTb NEpPCOHalla n 060py,D,OBaHI/IF|

» CHM3UTb yPOBEHb TPaBMaTM3Ma /\

. Ol'lepaTI/IBHO pearnpoBaTtb Ha aBapn " BbiABJIATb NX NPUYUNHbDbI

» CoKpaTuTb NPOCTON KOHTPOSTMPYEMbIX PECYPCOB

» MnHMMN3NpoBaTb 3aTpaThl Ha yCTPaHeHNEe NOCeaCcTBUN aBapum % O

[—_— T T T 1 E T ——

*OT n Tb — oxpaHa Tpyaa 1 TexHMKa besonacHocTu ** CN3 — cpepcTBa HOMBMAYaNnbHOW 3aLUNThI
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O6opypnoBaHMe MOBUMITIbHOU CBA3U

J'Ins3mHr obopypoBaHUA CTtpaxoBaHune obopyanoBaHNA
[onrocpo4Hada apeHaa obopygoBaHMa C NocnenyowymM NnpaBom [ononHnTenbHasa rapaHTus Ha obcny>knBaHue, 3aWmTa
BbiKYla i BO3BPaTa No OKOH4YaHNN CPOKa JIN3NHIa OT NMOJIOMKMW, r|0|3pe>|<,u,eH|/||‘/'| N KPaXn

ABTOTOBAPDI > ( CMAPT®OHDbI ) C KHOIMO4YHDbIE TEJIEXdPOHDI > ( TB N AKCECCYAPDI >
FrEMMUHI > < TEXHUKA OJ14 OOMA > < SNIEKTPOMHCTPYMEHTDI > < YMHbIE HACbI N TPEKEPDI >
TEXHUKA OJ1A KYXHUA > < KPACOTA N 300POBbE ) < AKCECCYAPDI > < HAYLWHNKN N KOJTOHKUA >

MOBWJ1IbHbI TPAHCMOPT >< MNI1AHLUETDI )( KOMIMNbIOTEPHAA TEXHUKA )

2hYERYERYE




MMmnopToHe3aBmncmmMmoe obopypnoBaHmMe

) INPRD AV 'DEPO Sim A(QUARIUS

YATHuA [computers]
7N | -
HIKVISION @ QTECH < A3P[B]ANCK Ir:?:rll!ﬁ Group

MmnopTtoHezaBucumoe INoO

Hl!jnl( a‘iﬁ V) valarea 73 1oiOdme S OT |

wELTEX

() Entera




EEEEEE

BE3OINACHOCTD
1 XPAHEHWVE OJAHHDIX




3alwmTa OT pacnpepeneHHbIX aTak
(Anti-DDoS)

3awmTa oHNanH-pPecypcoB 1 NHPPaCTPYKTYpbl OT Bcex BuaoB DDoS-aTak

Be3onacHocTb ceTeBON UHPPACTPYKTYpPbI MOHUTOPVHI 3awmuLaeMbIX PpecypcoB
n obHapy)>XeHue atak

» [locTosAHHBIN aHann3 nHpopmauymm o npodune

ABTOMaTn4eckas sawmTa 24/7 ¢ NnponycKHOM cNoCObHOCTbIO
KNMMEHTCKOro Tpaduka c nomMoLlbo NpoTokonos Flow

ceTu cBbiwe 3 Th/c

» [lepenanpaBneHue Tpadunka B LEHTP OHUCTKN
Npwv obHapy>XeHUN aHOMannn N NOATBEPXXOEHUN aTaKU

ApanTvBHOE NOCTPOEHVEe MOAENN pacnpefeneHuns = CucTema 04MCTKM HENErMTUMHOIO Tpaduka
Tpadvka ona WwraTtHoi paboTel pecypcos N3 HECKOJTbKUX NMapannenbHbIX MOOyeN C Nnepenadven
nHbopMaumn B EgUHYI0 CUCTEMY YNpaBleHNs

= OTnpaBKa NermnTUMHOro TpadunKa Nocne O4YNCTKM
B CTOPOHY 3alLMLLIAEeMOro pecypca
OnHamMunyeckas punbTpauusa ceTEBbIX MaKeToB

C aBTOMAaTUYECKOMN reHepaunen curHatyp ons 6roknpoBku
Tpaduka = HakonneHue n aHannsa CTaTUCTUKMU

= KoHTpOnb Npon3BoanTENBHOCTU U OTHETLI MO CETEBOMY
Tpaduky B JInuHOM KabunHeTe




BupTtyanbHaa nHppacTpyKTypa.
ATTecTtoBaHHbIN cermeHT 152-P3

CooTBeTcTBUE TpeboBaHMAM 3akoHogaTenbcTBa PP no sawmrte nHpopmaumnm
019 pasMeLl,eHns MHPOPMaLIMOHHbBIX CUCTEM NEPCOHaNbHbIX JaHHbIX KNUEHTa

Ncnonb3oBaHMe B pa3nnyHbiX chepax

01 03

KomMmnaHunu, KoTopble COOMpPaoT NacnoOpPTHbIE N UHbIE Kommepueckne opraHn3aunn ¢ NogKItoYeHnem

nepcoHanbHble OaHHbIe K rocygapCTBEHHbIM MHPOPMaALMOHHbIM CUCTEMAM
(rnC)

02 04

NHTepHeT-Mara3mnHbl, KOTOPble COOMPALOT, XPaHAT KomnaHuu ¢ cnuctemamu ynpaBneHus ycnyramu,

baHKOBCKME PEKBM3UTDI, 3anpalunBatoT gpyrme BUNNMHra N MapKeETUHIOBbIX KOMMYHMKaLUIA

CBEOEHMUSA O KINUEHTaxX U MMEKOT NPOorpamMmbl n opyrme opraHusauymmn, obpabatbiBatowmne

JIOAJIbHOCTWU nepcoHalibHblE OaHHbIE
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NOOBEPEM PELLUEHUA
019 BALULMX SAOAM

L 8 913-931-42-35

Penopos
Cepreun

BUSHEC




